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Purpose

This document contains the procedures for the proper collection and preservation of digital forensic evidence. Computer
search software or graphics software can be used to view images on any device that contains or stores images. This
procedure can be used as a stand-alone analysis process, or may be the precursor to further forensic analysis.

Scope

This procedure applies to all digital still cameras or digital video cameras with downloading capabilities. This can
include, but not limited to, digital storage media, thumb drives flash cards, hard drives, etc.

Materials - Equipment (Hardware/Software)

The following equipment and materials may be utilized:

Computer hardware and software

Camera

Cleaning materials

Imaged hard drive

Cell phones

Other image storage devices

Approved graphics viewer software

Standard computer tools

Forensic imaging hardware and software

NOTE: Some digital cameras may preserve data only so long as power is provided; therefore, care should be taken to
examine digital cameras as soon after submission as possible to reduce the potential of data loss.

Limitations

None for this procedure

Safety

None for this procedure

Procedures

10.6.1 Ensure preliminary examination has been conducted.

10.6.2 Inspect submitted evidence and record necessary information such as make, model, serial number and external

markings as applicable. This information is to be recorded in the case file notes and may be in the form of a
photograph or photo copy.

10.6.3 Obtain applicable User’s Manual, if necessary.

10.6.4 Conduct physical inspection for foreign substance(s); if present, the item may require cleaning.

10.6.4.1 Prior to cleaning, verify that the item does not require any additional analysis such as latent prints,
forensic biology, etc.

10.6.5 Run a file search to locate files with graphic or movie file extensions (i.e. jpg, gif, bmp, mov, mpg, avi, etc.).
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10.7

10.6.6 Examine files recovered for data useful to the case.

10.6.7 Indicate if any files found have useable information.

10.6.8 Produce the results in a form that best represents the results (i.e. CD, DVD, hard copy, etc.).
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